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1. Purpose 

This Policy sets out icare’s obligations in relation to privacy and explains how icare manages 
personal and health information in line with the Privacy and Personal Information Protection 
Act 1998 (the PPIP Act) and the Health Records and Information Privacy Act 2002 (the HRIP 
Act). 

This Policy is supplemented by the icare Privacy Management Plan (PMP) which provides 
detailed information on how icare collects, uses, discloses and disposes of personal and 
health information across its schemes.  This Policy should be read in conjunction with the 
PMP. 

2.  Scope 

This Policy applies to everyone working at icare (including directors, all staff (including part-
time and temporary staff), graduates, contingent workers, interns, secondees and 
volunteers) and also applies to the scheme agents and service providers who manage 
claims on behalf of icare.  icare often engages private companies to provide services to the 
organisation. Suppliers and their staff are required to comply with the PPIP Act and HRIP Act 
for the purposes of the services provided to icare or its agencies and this Policy sets out 
those obligations. 

This policy applies to the management of personal and health information across all of 
icare’s schemes, including the Nominal Insurer. 

3.  Policy principles 

3.1 What is personal information and health information? 

Given the nature of the services icare provides, we need to access, use, collect or disclose 

personal or health information in the course of our business and in order to effectively and 
efficiently provide services to customers. The “information protection principles” (IPPs) under 
the PPIP Act and “health privacy principles” (HPPs) under the HRIP Act must be applied 
when dealing with personal or health information. 

 

What is 

personal and 

health 

information? 

Personal information is any 

information (including an opinion) 

about an individual that identifies 

or could reasonably identify an 

individual 

Health information includes 

information or opinion about the 

health of an individual, their 

express wishes about future 

provision of health services or 

other personal information 

collected in connection with a 

health service 
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Examples Name and contact details, birth 

date, address details, criminal 

history, financial details, 

employment related details, photos, 

CCTV footage, claims details, 

complaints, mobile phone numbers. 

Physical and mental health 

records, medical certificates, 

medical reports, details of injuries 

or illness, details of incidents and 

claim forms. 

3.2 What are the IPPs and HPPs that apply? 

icare adheres to the Information Protection Principles and the Health Privacy Principles. A 

more detailed explanation of the principles is contained in the Privacy Management Plan. A 
summary is set out below. 

 

Collection Lawful: Only collect information that is directly related to icare’s activities 

and necessary for that purpose. 

Relevant: Make sure the information is accurate, up to date and is not 

unreasonably intrusive. 

Direct: Only collect the information from the person to whom the 

information relates unless authorised by the owner or by law to collect 

from someone else. 

Open: Tell the person why the information is being collected, who will 

be using it and how it will be stored. 

Storage Secure: Store the information securely and protect it from unauthorised 

access, use, modification or disclosure. Do not keep the information for 

longer than necessary and dispose of it appropriately. 

Access and 
accuracy 

Transparent: Explain what information is being stored, the reasons it is 

being used and the person’s right to have access to it. 

Accessible: Allow the person to whom the personal information relates to 

access it without excessive delay or expense. 

Correct: Allow the person to whom the personal information relates to 

update, correct or amend their personal information. 

Use Accurate: Make sure the information is accurate and relevant before 

using it. 

Limited: Only use the information for the purpose it was collected or is 

expected to be used. 

Generally, consent is needed to use the information for a secondary 

purpose. 
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Disclosure Restricted: Personal information cannot be disclosed unless: 

• the person consented to the disclosure,  

• when the information was collected, the person was told 

that the information would be disclosed and the disclosure 

relates to the purpose for which the information was 

collected,  

• it is for a directly related purpose to which the information was 
collected and the person would expect the disclosure and not 
unreasonably object to it, 

• it is to prevent or lessen a serious or imminent threat to a person’s 
health or safety, or 

• disclosure of the informaton is otherwise expressly permitted by 
law. 

 
Safeguarded: Sensitive personal information such as ethnic and 

racial origins, political opinions, religious beliefs cannot be disclosed 

without consent unless it is to prevent or lessen a serious or imminent 

threat to a person’s health or safety. 

 

Disposal Information must not be kept for longer than necessary to fulfil the 

purpose for which it was collected and must be securely disposed 

of once that purpose is fulfilled. Where information is required to 

be disposed of, it must be disposed of securely. No document 

may be disposed of without proper authority.  

icare (and each scheme managed by icare) is required to have a functional 

retention and disposal authority which is specific to that scheme. 

 

Appropriate meta-data must be retained after disposal including 

information such as the name of the file, the dates of creation and 

disposal, the disposal authorisation, disposal method etc. 

 

Destruction Many administrative functions e.g. Finance, Payroll, Human 

Resources, etc have records which must be kept for specific periods, 

after which they may be securely destroyed by an appropriate officer. 

 

Transborder Data 
Flows 
 

Personal and Health information: 

• PPIP restricts disclosure of personal and health information 

outside NSW except in certain circumstances. 

• Any storage of personal and health information outside of NSW 

must only be with the express approval of icare. 
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3.3 Penalties for non-compliance with Information Protection and Health 
Privacy Principles 

Both the PPIP Act and the HRIP Act contain offences for staff, contractors and service 

providers who intentionally use or disclose personal information or health information without 
authority. The maximum penalty for breaching is up to two years’ imprisonment and/or an 
$11,000 fine.  

If staff members are uncertain as to whether certain conduct may breach the privacy 
obligations, they should seek the advice of the Privacy Team. 

4.  Reporting Obligations 

You have an obligation to immediately report a potential privacy breach if you become aware 
of this. You should also report any ‘near misses’ including situations or processes that you 
think may likely result in a breach. 

4.1 icare staff 

If you are an icare staff member, you must report the incident to your people leader and 

notify the icare Privacy Team. You are also required to submit the incident into Genie. 

4.2 Third parties 

If you are a third party to icare, you should follow the agreed upon process under your 

contract with icare. You should contact your icare contract manager regarding this process. 

5.  Roles and responsibilities 

Stakeholder Privacy Roles and Responsibilities 

All 
Employees  

All employees must be aware of and adhere to their obligations relating to the 
collection and processing of information by icare. It is expected that all employees: 

• Have read and understood the icare Privacy Policy and Privacy 
Management Plan; 

• Have completed all relevant training, including mandatory privacy 
awareness training; 

• Are aware of the role of the icare Privacy Officer and know how to contact 
the Privacy Officer; 

• Know where to access privacy resources on HUGO; and 

• Report or escalate privacy incidents, ‘near misses’ and issues to senior 
management, IT Security, the Privacy Officer or a member of the Risk and 
Compliance team. 

 

Privacy 
Officer  
(a member 
of the Risk 

The icare Privacy Officer is a focal point within icare for all matters related to 
privacy, information and access to that information.  
 
The Privacy Officer is responsible for: 
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Stakeholder Privacy Roles and Responsibilities 

and 
Compliance 
Team) 

• Monitoring legislative and regulatory changes which will impact the way 
icare processes information, and advising icare on its application; 

• Monitoring the effectiveness of this Policy and compliance with it; 

• Assisting icare staff with the day-to-day management of privacy issues, 
including providing advice, facilitating privacy impact assessments and 
supporting incident management; 

• Developing, reviewing and conducting privacy training; 

• Managing privacy related complaints and requests for review; 

• Managing requests for access; and 

• Managing notification of breaches involving Tax Files Numbers (TFNs) to 
the Australian Privacy Commissioner. 
 

Risk and 
Compliance 
Function 
 
 

Risk and Compliance Team: 

• Monitoring of privacy risk and the operation of the privacy management 
program across icare;  

• Reviews the level of privacy risk, the operating effectiveness of the privacy 
management program and the delivery of strategic privacy initiatives; and 

• Provide support and advice to the business in managing privacy risks and 
incidents. 

 
Chief Risk Officer: 

• Reviewing and updating the icare Privacy Management Plan and Privacy 
Policy to enable approval by the board; 

• Reporting to senior management and the icare Board Audit and Risk 
Committee on privacy issues and incidents and the overall management of 
privacy risks across icare; 

• Approval of notifications to the Information Privacy Commissioner or the 
Australian Privacy Commissioner as required. 

 

IT Security IT Security manages the security of information processed by icare, whether by 
icare’s own IT systems or by third parties (including IT vendors, cloud service 
providers, outsourced service providers and other third parties). IT Security and the 
Privacy Officer work closely together to ensure security safeguards are in place to 
protect information in accordance with relevant privacy legislation and icare 
policies. This includes: 

• Ensuring the secure transmission, storage and disposal of information; 

• Managing access to personal information in accordance with agreed 
authorisation protocols; 

• Identifying and managing any transfers or disclosures of information out of 
NSW;  

• Carrying out due diligence on third parties who might access or otherwise 
process icare information; and 

• Managing all IT Security Incidents, including those that involve any 
unauthorised access to, loss or disclosure of information.  

 

Group 
Executives 

The Group Executive Team (GET) is the executive leadership team for icare and 
has delegated authority to manage risks at a business level, including privacy risks. 
The GET reports to the CEO and the icare Board on strategic direction and risk.  
 
The Group Executive for each business unit is directly responsible for privacy within 
their business. They must: 
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Stakeholder Privacy Roles and Responsibilities 

• Ensure all staff in their business unit have completed all privacy training and 
understand their privacy obligations; 

• Ensure Privacy Checklists are completed where required for initiatives 
within their business unit; 

• Ensure that the processing of information by their business unit is in 
accordance with the Privacy Management Plan, the Privacy Policy and all 
relevant privacy legislation; 

• Manage privacy risk in accordance with the Risk Management Framework 
and ensure all staff within their business units do the same; 

• Support the completion of privacy impact assessments where required; and 

• Ensure all staff in their business unit escalates to the Privacy Officer any 
privacy risks or privacy incidents they become aware of.  

 
This role is responsible for the resolution and remediation of privacy incidents 
related to their business unit or area of accountability. 
 

Chief 
Executive 
Officer  
 

The CEO sets ‘the tone at the top’ and is responsible for meeting the objectives of 
the icare strategy, including the appropriate management of all risks. 

Audit and 
Risk 
Committee  

The Audit and Risk Committee (ARC) supports the Board in fulfilling their corporate 
governance and oversight responsibilities in objectively assessing the effectiveness 
of the organisation’s risk management framework. This includes reviewing privacy 
governance within icare and overseeing the management of privacy risk.  The ARC 
is responsible for endorsing the Privacy policy and Privacy Management Plan 
before it is approved by the Board. 
 

Board  The icare Board is a governing Board which makes decisions relating to the 
functions of icare. The Board is the overall decision maker and has a responsibility 
to understand privacy risks and ensure privacy obligations, in particular all statutory 
obligations, are met. The Board has delegated the responsibility for overseeing 
these issues to the CEO and Group Executive Team. The Board is responsible for 
approving the Privacy Policy and Privacy Management Plan. 

6.  Related Policies or Procedures 

This policy should be read in conjunction with the Privacy Management Plan and the 
following policies: 

• Code of Conduct and Ethics Policy 

• Records Management Policy 

• Incident and Issue Management and Reporting Policy. 

7.  Contact for Enquiries and Feedback 

The icare Privacy Team are the best people to speak with if you have any questions or 
feedback. You can contact them by emailing privacy@icare.nsw.gov.au. 

about:blank
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8.  Version Control and Document History 

Document Name & Version Privacy Policy V3 

Document owner Chief Risk Officer 

Approving Authority Board 

Last Approval Date 29 March 2021 

Review Frequency  2 Years 

 

Version Author Change Summary Approval Date 

v1.0 Privacy Policy Wording Updates 24 May 2016 

v2.0 Privacy Policy Wording Updates 22 March 2019 

V3.0 Privacy Policy Key changes include: 

• Update to new template 

• Combine two policies into a single Privacy 
Policy 

• Clarify roles and responsibilities  

• Update related policies 

• Clarify penalties for non-compliance 

29 March 2021 

 


